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Preface

This is an updated version of the current Guidslioe Executive Order No. 1148 of
9 December 2011 on Information and Consent Requir&€hse of Storing and
Accessing Information in End-User Terminal Equipmeeferred to in the following
as the Cookie Order. The Guidelines were originabyed together with the
Executive Order when this came into force in Decen#®11. The Executive Order
implements the e-Privacy Directive, which introdsicequirements for informed
consent by the user of a network service to stasfmgpokies.

The Cookie Order has got its name after the sresllfties regulated by the Order
and stored on a user's computer or other electempigoment via the internet etc.
Cookies enable recognition of the computer or egeipt in connection with the
user's navigation in the digital world.

Since the Cookie Order came into force, the ruasetbeen widely debated; both
companies and public authorities have pointed datlaof clarity and considerable
technical challenges in observing the EU rulesratiice. The purpose of the present
updated Guidelines is therefore to help compamespaiblic authorities in getting
started and to present a more practical approabbvcthe rules can be observed.

The updated Guidelines do not change anythingeanrterpretation of essential
requirements for information and consent in refatim cookies and similar
technologies, but contain clarifications, espegiallconnection with the following:

An introductory text about cookies and their chseastics

Responsibility for third party cookies

Examples of the accessibility of information

What cookies are exempted from the requiremennformation and consent
The Danish Business Authority's supervision ofrtiles

In addition, the update contains several pracggalmples and a Technical Guide for
companies and public authorities, with inspirationpractical implementation of the
cookie rules on Danish websites.

The associated Technical Guide should be seen iasitation to companies to carry
out a more detailed analysis of how their websits cookies and similar
technologies, and to categorise cookies on thes lodsheir various characteristics.
Current Danish legislation includes all types obkies, but a categorisation of these
may be useful for website managers to define tlpgae of various cookies
employed by the website, thus ensuring that congmrgkie information is given to
the user. Furthermore, the nature of the cookie Ipeasignificant for assessing the
requirement for information and consent, taking iatcount the impact of the cookie
in relation to the user's privacy.

The Danish Business Authority is in close dialoguil the Commission and other
EU member states to ensure a uniform approactgtdaton, which, as mentioned



before, is based on Community fawhus it is considered important that the Danish
interpretation and enforcement of the rules alm@with the views of the
Commission and other member states. Our dialogtrette Commission and other
member states will continue for the purpose ofusig the rules and the
enforcement of these, also in the light of techgiwlal developments. In addition,
discussions of the Directive are followed up bypaim known as the Article 29
Working Party, which was set up in accordance withgeneral data protection rules
of the EU Data Protection Directitdn this connection, the present Guidelines will
be updated to the extent required.

Our dialogue with the Commission and the other mamsbuntries shows a broad
consensus on how to interpret the EU rules on ednbat in practice some countries
enforce the consent requirement in such a wayittleticcepted in special cases that
cookies may be stored prior to the user havingeates! to this. Further clarification
from the Commission is needed in relation to tmacpce. Until such clarification is
available, the Danish Business Authority will neténforcing the requirement for
prior consent. In its supervision of the ruleg #gency will instead put emphasis on
the website owner's efforts to ensure comprehemsigemation to the user about the
website's use of cookies, and the user's abiligctept or refuse cookies.

Danish Business Authority
April 2013
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1. Introduction

The present Guidelines support the rules of thekiéoOrder, under which websites
that make use of technologies to store or readnmdton on a user's computer or
other IT equipment (known as cookies) are requioeabtain the website user's
consent before making use of the technology.

The Cookie Order, which came into force on 14 Ddoen2011, implements the e-
Privacy Directivé as amended most recently in 2008hen the requirement for
consent was introduced.

The rules have been introduced to increase thegroh of privacy when we move
into the digital world. Cookies collect data on theer of digital services by accessing
the user's computer or other terminal equipmensidened to be part of the user's
private sphere. The collection of data via cooknedes it possible to recognise the
user's computer and follow the user's navigatiothemetwork.

The cookie rules should be read in the light ofrtiles on protection of personal data
where the rules regulate collection of data in@aller sense, not considering whether
such information may be used to identify a person.

Companies and public authorities are increasingiiing use of the digital platform
on the internet, exploiting the possibilities ofiea access to customers and users
here than in the physical world. At the same tihmeytare challenged by the
elusiveness of users on the network and the laglersfonal relations in the digital
world. The use of technologies such as cookies milmssible to create relations,
with better user experiences and targeted sernv@mskies may thus be a great help
to the user, for example in case of repeated \isitgebsites, where settings and data
entered by the user are remembered by means ofesoatd need not be entered
again. Cookies may also be used for tracking tle¢sisavigation on a specific
website or across websites, providing a basistédistics and targeted advertising and
services etc. from the website owner itself, onfrimird parties, e.g. providers of web
statistics modules, advertising or media agen€eskies contribute to strengthening
innovation and development in the digital market.

So the aim of the rules is not to prohibit the akeookies, but rather to increase the
transparency of the processes that support usegaten on the internet, based on
data collected from the user, while also ensufirag the user remains in control of
the purpose for which such data is used. The pllse emphasis on allowing the
individual user to have a real option of choosingepecting the storing of cookies.
This will ensure confidence in the internet, whiskalso a decisive factor in the
continued development of the digital market.

Cookies are usually passive files that can be dtoreccessed in the users' terminal
equipment but cannot interact with or manipulateigaeent or information.
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However, as mentioned previously, the knowledgkectdd via cookies or similar
technologies can be used for a wide variety of psep, e.g. personalisation and
development of more user-friendly services, genmggatnalyses about the use of a
website or targeting behavioural marketing at theruDepending on the individual
user's personal attitudes, such purposes may be ondess desirable.

Another point is that cookies can be, and often satby parties other than the
website itself, which is not always obvious to tiser and may make it difficult for
the user to determine the real purpose. Hereegpgcially important to ensure that
the user is aware that cookies may be passed ondne website to another, tracking
the user's navigation on the network. At the same,tit is important that the website
owner itself may control what cookies are set ahd gains access to the user's data
via the website. If the website owner does not tsaah control, it will be very

difficult or impossible to obtain the user's reatlanformed consent, and there may
also be a risk that other stakeholders misusedbesudata or exploit data contrary to
the website owner's own interests.

In the light of the various characteristics of ceskand the use of these, which are
constantly changing in line with technological deypenents and the growing digital
market, it is necessary to strengthen generalnmtion to users in order to meet the
purpose of current regulation, under which it istfee users to decide, on an informed
basis, whether they will allow access to informatio

An analysis made by the Danish E-commerce AssocidBDIH) shows that
knowledge of cookies is increasing among consumegsthat two out of every three
consumers know what a cookie is. Those who knowatmokies are predominantly
senior consumers. In addition, the analysis shbatsdne half of those who answer
yes to knowledge of cookies have also been chariggigbrowser settings actively
in order to prevent or limit the acceptance of geskHowever, in the group who
answered no to knowledge of cookies, primarily cgiimg) of younger internet users,
more than two thirds deny having plans to change tirowser settings in the future
to prevent or limit the acceptance of cookies.

The analysis shows that there is a great differambew users feel about cookies and
in their attitude as to whether cookies are somegtliou have to live with or
something to be avoided. But the increasing usaremess in relation to cookies and
the use of cookies is a factor that should be takEnaccount both by companies and
public authorities.

The present Guidelines explain the rules of theki@@rder, particularly the
essential requirements for information and consamd, suggest practical solutions to
website owners. The complexity and diversity ofitdigservices today imply that it is
neither possible nor desirable to describe in tetav the rules are to be complied
with, but together with these Guidelines the CodBider defines a framework or
range of options within which service providers nfiagl inspiration for solutions that
match their specific context. New innovative andrtfsiendly solutions that increase
transparency and control for the users can bestdaged by the service providers
themselves. So the examples included in these (hedeand in the Technical Guide
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for companies should be seen merely as examplesamitescriptions for final
solutions.

Website owners established in countries other Bemmark should remember that it
may not be enough for them to organise their smhstimerely under Danish
legislation, see the section "Where are specifesrapplicable” in these Guidelines.
The Danish cookie rules are based on harmonised@onty law, but this only sets
minimum requirements in connection with the useawkies and similar
technologies. In Denmark, the rules have been imgiged in close conformity with
the text of the Directive, and no stricter rulesénaeen introduced.

The Guidelines reflect the Danish Business Autli@grgupervision of the cookie
rules, focusing on the efforts of website ownersdmply with the rules and create
transparency for their users on the network. Initite of the underlying protective
considerations, the Danish Business Authority'estigion will focus on what types
of cookies are used and their effect in relatiothouser's privacy, as well as efforts
to ensure control over the website. The Danishrigass Authority will measure the
efforts of the website on the basis of the fiveceiss steps given in the Technical
Guide, see chapter 6 of the Guidelines.



2. Rules

Background

The revision of the European telecommunicationsatives in 2008/2009 introduced
an amendment to Article 5(3) of the e-Privacy Direcon the storing of or access to
information in users' terminal equipment, e.g. cateps, smartphones or tablets. The
amendment is notably about a requirement for olnigiconsent from the users in
connection with the storing of or access to infarorain the user's terminal
equipment.

Article 5(3) of the e-Privacy Directive containsederence to the Data Protection
Directive® and should therefore be read together with themgmnules on protection
of personal data as implemented in Danish law &bt on Processing of Personal
Datd. The Act on Processing of Personal Data lays dgevreral requirements in
connection with the processing of personally idatile information.

The amendment to the e-Privacy Directive was intced to increase protection of
the users' private sphere when navigating in daligiorld, which was not believed to
have been met to a sufficient extent by the ruteprotection of personal data or the
previous article of the e-Privacy Directive. In dohoh, the protection of privacy is
supported by the Charter of Fundamental Righte@Buropean Union, which was
made legally binding when the Treaty of Lisbon cante effect.

Cookie Order

The amendment to the e-Privacy Directive has begteimented in Danish law under
Executive Order No. 1148 of 9 December 2011 onrinédion and Consent Required
in Case of Storing and Accessing Information in Err Terminal Equipment
(known as the Cookie Order), issued pursuant those® and section 81(2) of Act
No. 169 of 3 March 2011 on Electronic Communicadidietworks and Services.

Purpose and scope

What do the rules protect?

The purpose of the rules is to protect the prigaieere of the users. The rules are
based on the view that the users' terminal equipmegrart of the user's private
sphere, which should be protected against unwadantrusion.

Terminal equipment means computers and mobile saitk as smartphones, tablets
etc., in which information can be stored or alreatiyed information be accessed.

The protected person is the user of an electramnmeunications network or service
who does not make such electronic communicatiotwarks or services available to
other parties on a commercial basis, i.e. all useascomputer or a mobile unit.

Directive 95/46/EC on the protection of individualigh regard to the processing of personal data and
on the free movement of such data.
Act No. 429 of 31 May 2000 on Processing of PersbDada.



The protection is associated with the terminal popgint, which, as mentioned above,
is regarded as being part of the owner's privatersp

The rules apply exclusively to publicly availablEmomunications networks or
services and not to company intranets and simiidesed user groups. But the fact that
a login is required to get access to a network doe# itself mean that a closed user
group is involved where the cookie rules do nothapphis will depend on a specific
assessment.

The rules do not take account of cases with sevseas of the same terminal
equipment. Users should be aware that if they &endmputer, tablet, mobile
telephone etc. to others or if they use someomesdaisrminal equipment, then they
accept the settings of the equipment, includingpt@nce of cookies and similar
technologies. If the user of the terminal equipnveaitits to protect against this, it will
be subject to agreement between the owner/borrofatbe equipment.

This also applies to the extent that a publiclyilabde computer is used, for instance
at a library, since a user cannot in general gagainst the settings of earlier users. It
is the Danish Business Authority's assessmenstit use does not come within the
protection objective of the cookie rules in relatio the user's private sphere. It is not
the responsibility of the website owners to obthie consent of all users or arrange
their websites on the assumption that the site Ineagccessed from a publicly
available computer.

What technologies are covered?
The Cookie Order does not give a specific definitod the technologies regulated by
the Order other than the specific description givesection 3(1).

The rules are neutral in terms of technology. ThekKe Order extends beyond
storing of or access to information in the us@nshinal equipment in connection with
internet access: it also includes storing of oeasdo information from external
media such as USB keys, CDs, CD-ROMs, external tigic etc.

As for the form, type or standard used for stotimginformation, the Cookie Order
covers not only "classic" http cookies, but simtlechnologies of any type, including
Flash cookies (Local Shared Objects), Web Stord@dL5), Java scripts or cookies
set when using Microsoft Silverlight.

Cookies may have different life spans: they map stiothe end of a browser session
(i.e. from the moment when the user opens a browsetow until this is closed
again), or they may last for a longer time and ce®everal browser sessions, being
able to track the user's movements on the internet.

Cookies may also be divided into first party coskamd third party cookies,
according to the party placing the cookie on thésite.

First party cookies are those placed by the owh#reowebsite, who is the party that
the user is interacting with in the first placeir@iparty cookies are those placed on a



website by a third party, where the third partytrers get access to the data
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In relation to the requirement for information azwhsent, Danish legislation does not
distinguish between the various types of cookiesjrxludes all cookies irrespective
of their life span and origin.

As mentioned below, the nature of a cookie mayaciice play a part in determining
whether the requirement for information and consaistbeen met, because it is
decisive here that the user knows about the fumcfdhe cookie, including who is
behind the cookie and who gets access from thesellected data.

What actions are covered?

The Cookie Order is only concerned with the actionsisting in storing of or access
to already stored information in a user's termatplipment. Actions taking place
before or after storing of or access to informatioa user's terminal equipment do



not fall within the rules of the Cookie Order. Swadtions may instead be covered by
the general provisions on protection of persontd.da

The following table gives an overview of interfadcetween the Cookie Order and the
Act on Processing of Personal Data.

Table 1: Areas of application for the Cookie Ora@erd the Act on Processing of Personal
Data

Cookie Order Act on Processing of Personal
Data
Protection object: User's terminal equipment,| Personal data (not only in terminal

to be understood as part of| equipment).
the private sphere.

Types of information included: | All information, without In principle only personal data.
distinction. But information about companieg
etc. is included in special cases.
Processing operations included:| Storing of or access to Any processing of personal data
information in a user's within the scope of the Act wherg
terminal equipment. other legislation does not contain
special rules to be applied
instead.
Criteria for processing: General rule: Explicit consent is merely one of
(processing authorised) Comprehensive information Several processing criteria.

to and consent from the
user.

Exemption: Section 4 of the
Order.

There is an overlap between the Cookie Order amd\tt on Processing of Personal
Data with regard to the storing of or access teaaly stored information in a user's
terminal equipment when the information collecteg@érsonal data. Here the
requirement for informed consent in the cookiesu&es better protection of the
user than the rules on protection of personal dat&h include a number of
situations in which informed consent is not necgssa

In relation to the storing of and access to alrestdyed information which is personal
data, in terminal equipment, the Cookie Order thills rank before the Act on
Processing of Personal Data, see section 2 of the A

In practice it may happen, however, that therdsis ather processing of information
in addition to storing of or access to alreadyesianformation in a user's terminal
equipment.

For example when processing operations are tratesiria, collected or further
processed on a server. Such processing operatempedormed outside the users'
terminal equipment and do not fall within the caokilles. Depending on the specific
circumstances, the rules of the Act on Procesdifeosonal Data might be
applicable here.



What information is covered?
The Cookie Order applies to any type of informattoliected or stored in the user's
terminal equipment.

The cookie rules regulate theeandor collection of data. No distinction is made d&er
between personal and non-personal information.

Nor is it significant whether the information isis@ntically meaningful, unintelligible
text strings, code or whether the information isrgpted.

Example: Storing of or access to already stored informatiorfior the use of web
statistics

A provider of a website wants to conduct an analg§ihow website visitors use the
site with a view to improving user experience. s purpose the provider of the
website wants to place cookies in the users' texha@iquipment.

The service provider is governed by the requiresiehthe Cookie Order for
information and consent as regards the storingpokies, and any later access to
these cookies in the users' terminal equipment.

If the service provider subsequently wants to as®athe information collected by
means of the cookies, such processing falls outbelecope of the Cookie Order.
This applies for instance to further processinthefinformation by the service
provider for the purpose of preparing statistics.

Who are governed by the rules?

All partiesthat store or gain access to information in ugersiinal equipment are
governed by the rules (see also the section betowhere specific rules are
applicable).

Websites that address everyone or exclusively carepavill thus be governed by
the rules in case cookies or similar technologresuged on the site, as websites may
basically be accessed by everyone.

The owner of a website is also obliged under thesrin connection with storing of or
access to information in users' terminal equipnbgrthird parties if this is done via
the provider's service, for example by means ofezidbd code, in banner
advertising, software applications or links.

The owner of the website need not itself be in ghaf practical and technical
observance of the rules (information and obtainiregconsent of a user), but may
agree that a third party should handle this on lbef#he service provider. However,
the responsibility for compliance with the ruledhalways lie with the provider of a
service no matter what that party might have agvedda third party, since it is not
allowed under the Cookie Orderlad a third party store information or gain access
to already stored informatiowithout information to and consent from the endfus



Under the cookie rules, there is no requirementémcluding a data processing
agreement, as is stipulated under the Act on Psotgsf Personal Data, but it might
be expedient where access is allowed for a thirty pa collect data via one's website
to make a written agreement in order to clarifypheposes for which a third party is
collecting data on the users, as this purpose bmusbvered by the information on the
website in order for consent by the user to berteghas being real and
comprehensive, see below under the section "Reqaimefor informed consent".

In case the services of other parties are embeoides owner's website, for example
services obtained via the internet, the agreeméhtanthird party will most often
depend on unilateral acceptance of the third gagiyen business conditions without
any opportunity being offered to negotiate conttanins. It should be noted that it
may be difficult here to control the third partyse of data collected via cookies or
similar technologies, and hence also difficulthe tast resort to ensure the user's real
and informed consent.

Example: Embedding a comment module on a website

A major news medium wants to embed a module thatbles users of its website to
comment on the content of the site. For this pueptiee news medium contacts the
provider of a comment module that can be embeddeglebsites. The news mediur
and the provider agree that the module should bdeedded on all the news medium
sites.

=)

The provider of the comment module wants to sekiesan the users' terminal
equipment when the users access a website in tardee how much the module is
being used. The news medium therefore agrees atprovider of the comment
module that the provider should ensure that thesrah storing of or access to
information in users' terminal equipment are obseétyy giving the users
comprehensive information and obtaining their cahse

However, the news medium is responsible for thesrbkeing observed in practice and
hence for ensuring that no unwarranted storingadaerin the users' terminal
equipment when these access the website of the med&im, irrespective of what
the news medium might have agreed with the provafiéne comment module. So
this will also apply in case the provider of therenent module is using cookies for
purposes other than those allowed by the agreeamentommunicated to the user.

The owner of a website is responsible for the ce®kind similar technologies set in
connection with a user's visit on the website.

If the website is linking to other websites orshare” bars or "like" buttons are used
for services such as Facebook or Twitter, it isongnt to note whether these
websites set cookies via links, share bars orlliktons already before the user is
linked over to the new website, as it is the wabsivner, as mentioned above, who is
ultimately responsible for the cookies set on thaibsite. Once linking over has
taken place via the share bar, the responsibililypass to the owner of the new
website.



It is not required under the cookie rules, bus itecommended to inform the user that
the website is being exited and that the siteshizhvaccess is provided may be using
cookies.

In connection with the establishment of digitaltfdlens used for accessing other
websites that appear in the frame of the digitatfptm, e.g. the Danish Business
Authority's business portal "Virk.dk", or "Borgek!d a citizen portal set up by the
Danish Agency for Digitisation, it will be the ownef the individual website
accessed via the platform who is responsible fesepkance of the cookie rules on
these websites. The owners of a platform are resplerfor cookies set by them.

The same will apply when websites are set up vitsabmedia such as Facebook. The
social medium will be responsible for the cookiesksy the medium, but not for the
cookies set by the owner of the website set uperfdrmat of the social medium.

The deciding factor in determining who is respolesfbr obtaining consent to the use
of cookies on a website depends on who has comiaslthe content on the website.

Where are specific rules applicable?

Website owners established in countries other Bemmark should remember that it
may not be enough for them to organise their smhstimerely to match Danish
legislation. The Danish cookie rules are basedasmbnised Community law, but
this only sets minimum requirements in connectiath Whe use of cookies and
similar technologies.

The e-Privacy Directive does not take a positiorthengeographic scope of the rules,
but the European Commission has indicated thatimitie EU the legislation of the
country in which the provider of a service is eitdied will be applicable. In
Denmark, our views are essentially parallel to@oenmission's interpretation, which
follows the "originating country principle” in tHe-Commerce Directive

If the provider of a service established in Dennsdees or gains access to
information in a user's terminal equipment, theviserprovider will thus be liable
under Danish rules. The Danish rules will also jygliaable if the provider of a
service established in Denmark lets a third pastgldished in another country store
or gain access to information in a user's termagaiipment via the provider's service.

According to the Commission, the provider of a gerestablishedutside the EU

will be subject to the legislation in the countrizeve storing of or access to
information in a user's terminal equipment takes@l In its supervision of the rules,
the Danish Business Authority will focus on whettiex website is addressing Danish
consumers in accordance with the jurisdictionat@ples of international law as to
where an action has effect. Emphasis will thuslaegal on a number of factors such
as language, terms of delivery (e.g. a webshopeviielivery can be made to
Denmark) etc.
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Requirement for informed consent

The key point in the amendment to the e-Privacg®ive in 2009 is the requirement
for obtaining informed consent prior to placing ks, which has also been
transposed to the Danish rules in section 3 ofthekie Order.

The Cookie Order contains a definition of consexsdal on the consent definition in
the Data Protection Directive to which the CookieeBtive refers. The same applies
to the content of the duty to give information whis also further described in the
Data Protection Directive.

The requirements for information and consent shbeldeen as two complementary
elements that support one another and cannot lagated since they have been
introduced to ensure that the users can make ameahformed choice about
tracking of their navigation on the internet. Caqsently, if the information is not
comprehensive, the consent will not be a real aunse

In the following, the requirements for informatiand consent have been dealt with in
further detail. A number of practical examples gikeen and several more follow

from the Technical Guide included in the last secof these Guidelines. The
examples are merely offered for inspiration asilit still be for the individual website
owners to assess how the requirements can besniq@ied with on precisely their
service.

Section 3 of the Cookie Order

3.-(1) Natural or legal persons may not store imfation, or gain access to
information already stored, in an end-user's terahi@quipment, or let a third party
store information or gain access to informatiorthi end-user has not consented
thereto, having been provided with comprehensif@nmation about the storing of,
or access to, the information.

(2) Information, cf. subsection (1), shall be costmnsive if it meets the following
minimum requirements:

1) it appears in a clear, precise and easily unttsod language or similar picture
writing,

2) it contains details of the purpose of the stgraf or access to information in the
end-user's terminal equipment,

3) it contains details that identify any naturallegal person arranging the storing
of, or access to, the information,

4) it contains a readily accessible means by wkiehend-user can refuse consent pr
withdraw consent to storing of or access to infatiora as well as clear, precise an
easily understood guidance on how the end-userldhmake use thereof, and

5) it is immediately available to the end-user kyng communicated fully and clearly
to the end-user. In addition, when storing of infiation or access to information
takes place through an information and contentiservinformation to end-users
must be directly and clearly marked and accessabkl times for the end-user on the
information and content service in question.
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Information requirement
What requirements are made for comprehensive infation?

Section 3(2)of the Cookie Order lists the requirements thastine met as a
minimumbefore the information can be described as congm&lie. Requirements
are made for theharacter, content and availability of the informaton.

Overall, the information is to serve as the knowkedasis that enables the users to
make actual informed choices. In some cases itldlibarefore be considered to
include information in addition to what is requinedder the Cookie Order if this is
necessary to enable the users to understand tsequences of their choice.

Solutions must comply with the cookie rules bothwebsites and on mobile sites -
see also the Technical Guide in chapter 6 of thie&hines.

Requirements for language and text

Section 3(2), no. 1requires the information to appeara clear, precise and easily
understood language or similar picture writing

This implies that the information should not beegivn unnecessary technical or legal
terms, and that the user can easily assess threniation.

The use of tables or pictorial language, e.g. prems, can supplement or replace
more traditional text and make the information et understand, but must be
evaluated on the basis of the user's knowledgadf alternatives.

It is not specified in what language the informatstould be given. But the language
should be chosen with due regard for the userseaddd by a service, including in
particular the geographic location of these users.

Requirement for information about purpose

Section 3(2), no. 2requires the information to contaidetails of the purpose of the
storing of, or access to, information in the eneéfissterminal equipment

The user is entitled to be informed why informatisistored or being accessed and it
is not sufficient merely to advise that this is domhis requirement is bound up with
the requirement for consent, which must Ispecificindication of the user's wishes.
So an indication like "we use cookies" without hat clarification is not considered
to comply with the rules.

Information about the purpose of storing or aceggssiformation is essential and
should serve to ensure that users are aware gbtisequences of their choice. As a
result, the purpose should always be describedecige and adequate terms.

If the storing of or access to information has b one purpose, all purposes
should be explained. If several pieces of inforovaare stored or accessed for the



same purpose or on several occasions, it will igbal sufficient to describe the
purpose once and not for each piece of informattored or accessed.

In relation to the required indication of purpoisés important to emphasise here that
the description must also include the purpose wfthind parties in using cookies.

Example: Information about the purpose of using cokies

The use of cookies is very widespread and may haxggiety of purposes, for
instance optimising the user experience or designservice, generating web
statistics, or targeting marketing activities & tisers.

The information given should describe the purpdagsmg cookies on the service
and not the specific cookies as such.

If for instance a service is using four cookiesdptimising the design of the service,
while another two cookies are used for handlingeatisements and a seventh cookjie
is used for generating web statistics, it will naity be sufficient to give information
about the three different purposes of using cookigsnot necessarily about all of the
seven cookies employed by the site.

Information identifying who is setting cookies

Section 3(2), no. 3requires the information to contadetails that identify any
natural or legal person arranging the storing of,axcess to, the information.

Users must be able to identify the party arrangirggstoring. In many cases this will
be the provider of the service, but where the gtewdf a service lets a third party
store or gain access to information in a usenuiteal equipment via the provider's
service, it must also be possible for the usedémtify that third party. The exact
indication of the third parties that set cookiesyrha given on a subpage, see the
section of the Guidelines below on layered infoliorat

As for information stored or being accessed insigerminal equipment by an
organisation, e.g. a company or another legal petke information to be indicated
must identify the organisation and not its emplayee

What specific information must be available fornss®e identify the person(s)
undertaking the storing will vary from service grace and depend on the parties
involved.

Right to refuse cookies

Section 3(2), no. 4requires the information to contarreadily accessible means by
which the end-user can refuse consent or withdramgent to storing of or access to
information, as well as clear, precise and easiigerstood guidance on how the end-
user should make use thereof.



Users must be able to refuse consent or withdraanaent already given. This is
intended to support real user control and the walyrbasis of the user's consent. For
this purpose there must be a readily accessiblasn@awhich to refuse cookies and
clear, precise and easily understood guidance wnusers should make use of this.
See also below under the section "Requirementdosent”, where it is pointed out
that there is no requirement for a website to lmes&ible or function without cookies.

In some cases it may be relevant to refer to guelamd tools prepared by others. It
is not required in the Cookie Order that guidancwols for refusing or withdrawing

consent should be available on the service the¢star gains access to information.

What the service has to make readily accessiltlectoiser is the access to guidance
and tools.

Requirement for availability of information

Section 3(2), no. brequires the information to be immediately avaitatn the end-
user by being communicated fully and clearly toghd-user. In addition, when
storing of information or access to informationéakplace through an information
and content service, information to end-users rhaslirectly and clearly marked and
accessible at all times for the end-user on thermfation and content service in
guestion.

To ensure real user control, it is necessary fenrtformation to be immediately
available to the users and easy to access. kasaatondition that users can withdraw
a consent already given. How the information ig besde available will depend on
factors such as the design and structure of thecseifor which reason it will vary
from service to service.

Information may be layered

It may be expedient to make use of layered infolwnabut it must be ensured that
the users get information on essentials at onad as the purpose of using cookies,
at the same time being linked to more detailedrmfdion. The use of pictograms or
other clearly marked entries to the information reagport this, but cannot serve as
immediately available information alone.

The initial indication of the purpose of using caskshould include information on
third party cookies, as the party receiving thedstof significance for the user. For
example, if purposes such as direct marketingratieated, it must also appear that
direct marketing will be from a third party. Theepise indication of third parties may
be given on a subpage.

In addition, a service may distinguish between hlegvinformation is presented to the
usersbeforethe users give or refuse consent, and how thematon is presented
after the users have given or refused consent.

On information and content services, including vitelssand other online services that
store or access information in a user's terminaipegent, the information must
remain available to users via direct and clearlyk&d access on the information and
content service in question.



This implies that users employing such servicestinage access at any time to the
information, and that such access should be easyd@nd use. It may be considered
to meet the requirement by placing such accessnitile context of other permanent
elements on a service. The use of pictograms alasifeatures may also be
considered in this context.

The requirement for consent is discussed in furdegsil below. As can be seen,
consent may be given in different ways, includitspdy an active action. The
requirement for information may vary in terms opkgitness and availability,
according to the form of consent involved. Howetlee, requirement as to what
information must be given for the information todmnsidered comprehensive does
not vary.

Essential information to be given to the user at are is:
- All purposes of cookies and similar technologies

- Who is using cookies and similar technologieshenwebsite

Example: Comprehensive information - layered with esential information first

A service on the network offering the user the pmlty of comparing products and
prices for various categories of goods is usingmsto register the number of users
on the website and to register where the user cémoes On the website there are
banner ads for various manufacturers related tptbe@uct categories mentioned or
the website. The banner ads are provided by tlartdgs and use cookies for
registering the ads that are clicked on by the,ubas making it possible to identify
the users' interests and target the advertising.

Example: Initial information to the user:
"We use cookies for statistics and for targetedketing from ourselves and our

advertisers see details herdRead more herabout our use of cookies, including
how to opt out of the use of cookies."

Requirement for consent

As mentioned above, the most important changedanutes is the requirement for
obtaining informed consent from the user when usogkies or similar technologies,
as stated in section 3 of the Cookie Order.



Consent is defined in section 2(1), no. 8, of tie®iie Order:

Section 2(1), no. 8, of the Cookie Order

2(1), no. 8, ConsenAny freely given, specific and informed indicatiaf the end-
user's wishesdy which the end-user signifies its agreementfiarmation being
stored, or access to stored information being gajme the end-user's terminal
equipment.

As services and their users differ widely, ther# @ great differences in how a
consent can best be obtained.

The requirement for consent is intended to endwakusers have real control of
whether information is stored or accessed in tieeminal equipment. When consent
is to be obtained, it is therefore essential tonbedful of the user's control options,
including the user's actual ability to assess tirpg@se of storing or accessing
information.

Basically, the rules give services a wide rangeptions for choosing how consent
can best be obtained in a way that works well withieir specific context.

That the consent must reely givenimplies that users must have a real choice.

It is not a requirement that websites should be &bfunction without the use of
cookies or similar technologies, so refusal of gesknight imply that the user's only
option is to leave the site. Obviously companiegehan incentive to ensure that their
website is available, but it is not unlawful to basolutions that reject users who do
not want to accept the use of cookies.

For public websites there may be other consideratiince access to public services
is expected to be available to all.

That consent is voluntary also implies that useustrhave the opportunity to
withdraw a consent already given, see also se8{{®)) no. 4, of the Cookie Order on
the requirement for information.

That the consent must Bpecificimplies that the consent must be precise and well-
defined. However, the consent need not be related¢h individual storing of or
access to information in the users' terminal eqeimiminstead the consent should be
linked with the purpose underlying the storing ohocess to information, see also
section 3(2), no. 2, of the Cookie Order on theunesment for information.

If storing of or access to information is used &tar date for purposes extending
beyond what has been the subject of an earlierecdina new consent covering the
new purpose must be obtained.

That the consent must bdormed is supported by the requirements for information
in section 3(2) of the Cookie Order, where, nostethe purpose of the storing is
essential. As part of an informed consent, thesusieould also be informed of the
consequences of their choice or refusal. Such cuesees might be for instance that



users cannot get access to the service or cerddis @f it as described above if
refusing consent, or that the consent will resuthird parties being allowed to store
or access already stored information in users'iteinequipment.

Theindication of the user's wishess a key element in obtaining the consent. A
service provider must identify an active actiontloa part of its users that can
reasonably be interpreted as an indication of theshes on an informed basis.
However, it should be emphasised that a wish candieated in a variety of ways,
and that the rules of the Cookie Order do not takpecific position on how it should
be expressed.

An indication of the user's wishes can be many thigs,for example

» ticking a box, clicking on a button or filling infarm in connection with relevant
information on a service,

* active use of a service where it must be expettaithe user is informed that
there will be storing of or access to informationdase this has not been refused).

The Commission has informed the Danish Busineshakity that active use of a
service as described above is in conformity withekPrivacy Directive and is
accepted in most member countries. The decidirnigifésthat an active action can be
identified, for example that there are additioralks on the page and that the users
are aware that they accept cookies by this actwhich means that it is not enough
merely to state in general terms that the websitesing cookies; it must be pointed
out that cookies are set for example when the emsinues to click.

The ways in which consent can best be obtaineddifi#r widely. The individual
service itself is best qualified for choosing ausioin that meets the requirement for
consent and offers the users of the service aatslitly to express their wishes on an
informed basis.

The complexity and diversity of digital servicesmat make it possible to define
more precisely how users should express their wighspecific cases. The
requirement for consent as stated in the CookieQiteerefore allows services a wide
range of options for developing new and innovasekitions that increase user
control and transparency.



Example: Consent

"We use cookies for statistics and targeted margdtom ourselves and our
advertisers [NECEPIBOORIE s / Refuse cooki¢ead mordere about our use of
cookies, including how to opt out of cookies again.

"We use cookies for statistics and targeted manieftiom ourselves and our
advertisers. If you continue to click on this pag®, accept that cookies are set for
these purposefead more here about our use of cookies, includhmmy to opt out
of the use of cookies."

If users choose not to give their consent to inftion being stored or choose to
withdraw consent, the Cookie Order, as mentioney@bdoes not require that users
should still be allowed access to content on aicerv

The Danish Business Authority is aware that theliregnent for prior consent may be
a technical challenge for some websites that sties already when the user
accesses the site, especially to ensure statstib®w many visitors there are on a
website and where they come from.

The Directive sets a basic requirement for inforroedsent. Some countries have
chosen to enforce the consent requirement in sugyahat it is accepted in certain
exceptional cases that cookies may be stored b#feraser has consented to this.
The UK points out in their guidelines on the rulleat consent should as far as
possible be obtained before cookies are set, miaitcepted that this is not always
done. Where it is not possible to obtain consefarbecookies are stored, the UK
guidelines emphasise, however, that companies dmoake an effort to ensure
information for the users and their ability to censto/refuse cookies as early as
possible, and it is also considered important ¢batpanies should limit the access to
session cookies.

Further clarification from the Commission is needecelation to this practice. Until
such clarification is available, the Danish BussAsithority will not be enforcing the
requirement for prior consent. In its supervisiath the rules, the Agency will
instead put emphasis on the website owner's effogasure comprehensive
information to the user on the website's use okie®) and the user's ability to accept
or refuse cookies.

Consent via browser settings is not recognisedennark at the present time, and
only in a few of the other EU member countries. §kaeral attitude is that the
browser solutions available in the market todaydbprotect against the use of
cookies to a sufficient degree where the user ptedoout of it. With the existing
browsers, it is not possible to differentiate om@ssent to a sufficient degree, so in
reality it will either be "yes" to all cookies, tmo" to all cookies, and subsequently
the user might experience considerable limitatioits regard to the content of
various services on the network.

Basically the consent will continue until circuntstas change. The user must have
easy access at all times to withdrawing the consent



Exemptions

Section 4 of the Cookie Order contains two exenmgtivom the requirement for
informed consent by the user prior to the use oks. If the purpose is collection of
data that falls within the exemption rules, curdegislation does not require either
information or consent. However, it might be recoemahed also in this case to give
information and obtain consent, seeing that coreglainsparency means increased
confidence in the internet and may therefore badefintage to an e-trader or
provider of services on the network. Also herénitidd be assessed whether the
situation might fall within the rules on protectiohpersonal data.

Section 4 of the Cookie Order

4.-(1) Notwithstanding section 3, natural or legarsons may store information, or
gain access to information already stored, in ad-eser's terminal equipment if:

1) storing of or access to information is for tlwespurpose of carrying out the
transmission of a communication over an electraoimmunications network, or

2) storing of or access to information is necessarmgrder for the provider of an
information society service explicitly requestedisy end-user to provide this
service.

(2) Storing of or access to information in an ersgits terminal equipment is
necessary, cf. subsection (1), no. 2, if suchmsgoof or access to information is a
technical precondition for being able to provideervice operating in accordance
with the purpose of the service.

In its interpretation of the exemption rules, theni3h Business Authority is placing
emphasis on the opinion of the Article 29 Workiragtl?, mentioned in the preface,
which published a document in June 2012 regardiagkemption rules of the e-
Privacy Directive following the amendment in 20G9s important to emphasise here
that this is not a legally binding document, bt Working Party's interpretations are
widely supported by the European Commission anddiydby member states. A link
to the Article 29 Working Party's Opinion is inckalin chapter 5 "Links to
legislation and directives".

First exemption: Cookies used when connecting te tihternet

It is the Danish Business Authority's assessmaitstittion 4(1), no. lis solely
addressing internet service providers and thergjaf or access to information in
users' terminal equipment that might be undertasepart of connecting to the
internet and maintaining the connection.

Second exemption: Cookies ensuring the functiongldf a service requested by the
user

In contrastsection 4(1), no. 2has a wider scope.



To fall within the exemption rule in section 4(hy. 2, two requirements must be
fulfilled. In the first place, the user must haalicitly requested the service
Secondly, the storing of or access to informatiothe user's terminal equipment
must benecessaryn order to provide this service. Both requirensemust be
fulfilled.

The user's navigation on the network or visit 8pacific website cannot be taken as
an expression of a general request for the seroiteed there.

Whether storing of information or access to alresidyed information is necessary is
dealt with in further detail isection 4(2) under which storing or access must be a
technical preconditiotior being able to provide a service operaim@gccordance

with the purpose of the service

To be a technical precondition, the service shoolkdbe able to function without
using the cookie or a similar technology. At thenedime it is important that there
should be a clear connection between the "necé'ssatynology and the user's
explicit request for the service.

As for the purpose of the service, emphasis shioelldn the purpose for whicisers
access the service or the website.

Cookies or similar technologies that fulfil the veg@ments for being covered by the
exemption must not be used to serve other purpbsésat case the user must be
informed and give its consent to such other purpose

It is of significance in assessing whether cook&s be exempted from the
requirement for informed consent to determinedythre session cookies or
persistent cookies and where they come from. Rensisookies will rarely fall within
the exemption provision.

Examples of exemptions under section 4
Electronic shopping baskets

- The use of electronic shopping baskets in webskndpere it is necessary to be able
to recognise the user across page breaks (reloatithg webshop) as the basket
would otherwise be empty when a new page is sh&waring of a cookie or a similg
technology is thus a technical precondition fomigeable to provide the service (e-
business) that the user has explicitly requesteck&sing the webshop and placing
goods in the shopping basket). The shopping bad&etworks in accordance with the
purpose (to buy goods) for which the user accesseaebshop.

=

Log-in situations

- The use of log-in (for example online bankingblwself-service solutions or
access to special networks), where cookies enkatélte user is logged in via user
names/passwords and remains logged in without fdweienter such codes again. It
is important to emphasise that what is exemptadeiely the log-in function itself,
but not necessarily cookies set through activaigsr the log-in function.




Other exemptions:

User-defined browser settings - e.g. selection aduntry, language or font size

- These cookies may be exempted from the requitdoranformed consent to the
extent that they are expressly activated by the esg. by clicking on a button or
ticking a box and are not used for other purposes far a longer time than a
browser session.

Authentification cookies
Cookies used for verifying the user's identitydocess to secure websites,

User validation cookies
Cookies used for protecting against (repeated) mran log-in.

Multimedia player cookies
Cookies used for adjusting network speed or imagsityy and for activating
playback of video or audio files.

Plug-ins to social media

Cookies that make it possible either to share theent of a website or "like" the
content via the social medium. The cookie is se¢iyjn&o direct the user on to the
social website and log in there. It has only sigaifice for users of social networks
who are already logged in there. If the cookiegsdifor tracking the user around the
network, it will not be included.

Load balancing
Cookies used for allocating users to a specifizsem order to balance access to a
service.

It is the Danish Business Authority's assessmaeaitdbokies remembering that a user
has said "no" to cookies are exempted from theireapent for informed consent
since it expresses a wish by the user and is n&geissorder to remember the setting.

3. Self-regulation

The complexity and diversity of digital servicesmm make it possible or efficient to
define more precisely how the rules should be oleskrTogether with the present
Guidelines, the Danish rules provide a frameworkaoge of options within which
service providers can work to find solutions thaitch their specific context.

New innovative and user-friendly solutions thatrease transparency and user
control can best be created by the service progidemselves. In the light of this, the
European Commission has indicated that it would liksee development of self-
regulation as an element in observing the rules.

Self-regulation initiated by trade organisation®threr stakeholders, if established in
a sensible way, has a number of advantages, e.g.



» greater flexibility and adaptability in relation development and adjustment of
solutions,

» greater practical and technical insight in thedfiedgulated by the rules,

* Dbroader protection of service users in relatiotheominimum statutory
regulations,

* increased transparency, recognisability and carsigtfor users of the services
provided, and

* increased confidence in the services provided.

What elements should be included in self-regul&tion
The European Commission has indicated that theviatig minimum elements
should preferably be included in self-regulatiorired area:

» Information and effective transparency about wiggdgdens in the user's terminal
equipment.
* Obtaining consent in an appropriate form of affitiom
» User-friendly solutions.
» Effective enforcement, including
o easily understandable and simple complaint proeefiturthe users, and
o effective sanctions.

The Cookie Order takes account of and providesestmpthe European
Commission's wish to develop self-regulation aglament in observing the rules.

The Danish Business Authority has been in closlgliee with several trade
organisations, which have shown an interest in ptorg the new rules and have
worked actively to ensure adoption of serviceableke solutions.

4. The Danish Business Authority's supervision othie
rules

The national regulatory authority in Denmark (ndwe Danish Business Authority)
will supervise compliance with the rules of the €iedOrder, see section 20 of Act
No. 169 of 3 March 2011 on Electronic Communicatidletworks and Services. The
Danish Business Authority is not subject to indfiares from the Minister for
Business and Growth in handling the supervisoriviéiets of the Authority.

Failure to observe the rules of the Cookie Ordey bepunishable by a fine, see
section 5 of the Cookie Order.

So far, the Danish Business Authority's supervisias been based on providing
information and guidance to companies and publibaities, which have
experienced the change of the cookie rules asaaljggn shift breaking away from
the existing structure of websites and use of gtevork.

The Guidelines have now been updated as an elemtrd Danish Business
Authority's forward-looking strategy for its supeien. Here our focus will be on
efforts by companies to ensure complete complianttethe rules.



In the spring of 2013, the Danish Business Autlyasitl launch an information
campaign primarily addressing companies and websiteers. The campaign will
support the Guidelines and supplement these witplsirecommendations, for
example on how to identify and analyse websitesngipractical examples of cookie
solutions.

The discussion in the present Guidelines on real centrol on the network and the
degree of invasion from cookies will be reflectadur supervision strategy and
evaluation of specific solutions.

With this aim in mind, the Danish Business Authpriill be targeting its supervision
of rules, focusing initially on companies and patauthorities that have made little or
no effort to meet the statutory requirements. mlight of the underlying protective
considerations, the Danish Business Authority'estigion will focus on what types
of cookies are used and their effect in relatiothouser's privacy, as well as efforts
to ensure control over the website. The Danishrigass Authority will measure the
efforts of the website on the basis of the fivegeiss steps given in the Technical
Guide, see chapter 6 of the Guidelines.

As mentioned above, in its supervision of the rtihesAgency will put emphasis on
the website owner's efforts to ensure comprehemsigemation to the user on the
website's use of cookies, and the user's opti@taépting or refusing cookies.
However, at the present time the Agency will noftdmising on whether cookies are
withheld until the user has given its consent.

5. Links to legislation and directives

Executive Order on Information and Consent Requimedase of Storing or
Accessing Information in End-User Terminal Equipmen
4 #He # . . .3 " #, #
# ]

Directive on privacy and electronic communicati¢esrivacy Directive,
2002/58/EC):
4
3 13/ 2 13/ 2 "< = 1> 1 § *981 (in
English)

Directive 2009/136/EC, amending the e-Privacy Divec
4
3 13/ 2 13/ 2 "< =7Mi {4 4 1 4 (
(in English)

Act No. 169 of 3 March 2011 on Electronic Commutimas Networks and Services
(the Telecommunications Act):
j === #He # . 125,
#;




Directive on the protection of individuals with ead to the processing of personal
data and on the free movement of such data (Datadion Directive, 95/46/EC):
4

3 13/ 2 13/ 2 "< = 13> 1 i *981 (in
English)
Act on Processing of Personal Data:
f === # " # . #t o, . #
SR #t o, . # ! v, #
# o, . # (in English)

Article 29 Data Protection Working Party: Opinion Gookie Consent Exemption:
http://ec.europa.eu/justice/data-protection/artRIédocumentation/opinion-
recommendation/files/2012/wp194 en.|fidf English)




6. Technical Guide

The following chapter contains a Technical Guideclmmpanies, authorities and
organisations. The Technical Guide describes figpssfor compliance with the
cookie rules. The five steps are solely meant gginiation for owners of websites
when auditing their website to ensure compliandé wie cookie rules.

At the end of the Technical Guide, selected tedirggpressions have been described
in more detalil.

The five process steps are as follows:
1. Identifying web property
2. Checking if cookies are set on the website
3. Giving comprehensive information
4. Removing unwanted, unknown and unnecessary cookies

5. Obtaining consent
1st step - Identifying web property

The first step is to identify everything placed anglour own website or sites, i.e.
everything that makes up your web property. Dan@hpanies and organisations
have developed a great number of websites and ioifeenet-based services for
which they are legally responsible. This may tyjycbe the company's or
organisation's website on various domains with@ased subdomains, product or
service sites, campaign sites, etc. Most owners pavchased additional web
property on a current basis, but in practice vitig Ihave been removed again from
the internet. Being in control of all sites and legages is a precondition of being
able to fulfil the cookie rules.

There may be spin-off advantages in auditing yoelp wroperty, as potential savings
may be derived in areas such as software licesoggort, infrastructure and
complexity by consolidating your web property, dag.reducing the number of
domains owned.

Check list for auditing your web property:

A. Start by making a list of the domains registeregadior company, authority or
organisation. An inventory may often be obtainexrfithe IT department,
marketing department or accounts department. Itlneagn advantage to go
several years back, as domains may have been gecthar several years at a
time.

Trademarks that are no longer active should alseWiewed, as there may
still be associated domains that have been ovezthok



When the complete list of your web property is seaddmay be an advantage
to assess if there is consolidation potential bgidg down or combining web
services or domains.

B. Determine if there are mobile versions of websites.

C. Determine if there are web services/sites/facdipeovided by a third party.

It is important to know which web services haverbpevided by bureaus,
partners, suppliers or other third parties and hérethey use cookies since
you are directly responsible as a website ownecdonpliance with the
cookie rules in relation to the use of cookies oarywebsite.

Thus it should be checked what cookies are set thencontent provided by
your present and former business partners; whataymformation is
collected by their cookies; and what companiesivedaformation from the
cookies being set - both the final data owner artbus data intermediaries.
Data intermediaries should be understood hereasraall persons that may
potentially get access to or use the informatidd hreany of the cookies in
guestion.

It is recommended to get information from extempralviders about any
cookie being set by what they deliver and alsotmalise the information
where possible in a supplement to any existingisemontract. It is essential
to include the following information:

* In relation to which ‘website' (not domain) havekies been implemented
(whether set directly by yourself or as part oeevie you have added,
purchased or included in other ways).

* For each cookie set, the following should be spegtif
- Purpose of the cookie
- What data the cookie is collecting
- Typel/category of the cookie in question
- Who is the final recipient of data from the c@oki

D. Determine if there are campaign services (recryigites, events, etc.) which
are no longer in use.
It is very common in connection with various eveotset up specific
websites associated with one's site. Identificatibyour web property should
include such websites even if they are no longersi but are still accessible
on the internet.

2nd step - Checking if cookies are set

To be able to give comprehensive information andialconsent on an informed
basis, it is necessary to get an overview of wkmbkies are set on all parts of your
web property. In this connection, the following psi should be noted:

A. Understand your application of web addresses.



B. Check each web address thoroughly and allow fofatiethat cookies can be
set by means of different technologies, e.g. FLABMTL5 and JavaScript.

C. Inrelation to addresses leading elsewhere (knamedirects and forward
domains), then be sure that you have checked tire @ath followed by the
users' browser up to the content.

D. Forms and web applications must be checked.

E. Mobile versions of websites may have very differemdkies in relation to the
‘ordinary' website.

Re A. Understand your application of web addresses

It is important to know precisely which content/hgées' are shown from each
domain. Adomainmay control many different websites depending aw kthe
address is written. It is therefore important townf different content is shown
depending on whether http or https is used in tlizess; whether ‘www' (or
variations thereof) is used in the address; antbibile versions of the website are
shown. The examples below are all based on thédict domain 'siteaddress.com’
and show that the domain can direct the user tut éifferentsites(web addresses),
each of which may have widely differing content &mas be setting widely differing
cookies.

http://www.siteaddress.com  http://msiteaddress.com http://siteaddress.com
http://siteaddress.com http://newssiteaddress.com http://ww?2.siteaddress.com
https://www.siteaddress.com https://mobilesiteaddress.com

Re B. Check each web address

When checking a web address, you may do it manoalby means of a software tool
designed for this.

If you wish to check a web service manually, thisstrbe based on precise
knowledge about the website, its way of workingj &aow to use the various
technologies that can set cookies.

If you have such precise knowledge, then a marhedlcshould be structured and
include the most visited pages, the pages thaigbes usually visit first and the pages
from which the users usually leave the website. sTihis not sufficient only to check
new content being published.

If you do not have such precise knowledge, it toremended that the entire web
service should be checked by means of a suitaltiase tool.

When choosing a software tool, it may be recommendeassess the following
factors:

a) Technical capability: does the tool also identibpkies set via FLASH,
JavaScript, HTMLS5, etc.

b) How special areas (such as advanced forms, furadifi@s and log-in
areas) are supported.



c) Whether the solution may assist in providing segdar the web property
that you own.

Re C. Redirects

An important area not to be overlooked is the ssgrirney' up to the content on the
website. Many companies and organisations havenpsed domains that have no
content in themselves, but are intended to difexuser to a specific page, for
example on the main website. These domains shésdda part of the audit to
determine if the organisation's web services sekies.

3rd step - Giving comprehensive information

The minimum requirements for information follow efitly from the cookie rules and
include requirements for theature, contenandavailability of the information.

Besides the content requirements given in the @o0kder, it is important to think of
the recipient of the information, allowing for facs such as language and technical
detail.

Described below are a number of factors to be relpeeed when preparing
information for the user:

A. Ensure clear navigation, indicating that the watise is setting cookies and
for what purposes

The navigation must function satisfactorily

Comprehensive information about cookies

Specific cookie information

Describe how it is possible to refuse giving cotsen

moow

Re A - Clear navigation

Navigation refers to the design of the website tlwedway in which the user is guided
to the cookie information on the page.

» First and foremost, it must be clear to the uset tte web service is setting
cookies, information in this respect being clealilscernible from other text
on the page, e.g. by a banner or active textboxes.

» Users visiting the web service for the first timagnbe informed
unambiguously that cookies are used, the purpoteesg, and by whom
cookies are set, before the cookies are placed.

* The information must be given prior to placing tm®kies, but it is not a
statutory requirement that the user should havénfoemation immediately
when visiting the website.

* When cookies have been accepted or refused, thentgxbe minimised to a
permanent link on the page where more about coakiede read and consent



or withdrawal be decided. It must be possible lier wser to access the
information about cookies at any time during th&twio the website.

* On subsequent visits where the visitor's unit t®@gaised, it must be possible
for the user to get immediate access to detailieninmation about the website's
cookies at any time.

* Where subpages are used, it must be easy for éneaibe directed to such
subpages to get more information about the wehc@swise of cookies and
the options available to the user for controllingls use.

* The user should be directed from the navigatiotodhe page that describes
the web service's use of cookies in a uniform wiagspective of the user's
location on the web service. The information muestbcessible at all times.

* Where a user gets access to a website or web sefi@i@ domain that
redirects the user to the site or web serviceugtrbe ensured that the final
site or service gives the user comprehensive irdtion with the option of
consent to the use of cookies.

Any provision of information about cookies playsiarportant role in terms of
whether the web service complies with the cookies;uthe main principle being that
the user should be able to make an informed choice.

To ensure clear information, it may be useful tibofe the standardNeb
Accessibility Guidelines:

The standard 'Web Content Accessibility Guidelicas' be downloaded here:
http://www.w3.0rg/TR/WCAG10/full-checklist.html
(Note: Version 2.0 of the standard is currentlyemichplementation.)

Re B - Requirement that the navigation should furar satisfactorily

Once you have good navigation, the next step ensure that it works. The more
complicated the navigation, the more exposedta errors and mistakes.

Examples of key factors to be considered:

* Are there any limitations in terms of accessibflity

* Does the navigation work on all pages of the webice?

* Does the navigation also work in other contextsgf@mmple a mobile version
of the web service?

» Does the navigation also work when you get to teb gervice for example
via a redirect?

A very frequent choice of navigation is to use ar®&, for example placed at the top
of the page, linking to a subpage for more detaiéarmation. However, it is
important to check that the solution chosen will interfere with search engine
indexing and hence organic searching.



Practical examples of clear navigation

Each of the examples illustrates a good solutiarliation to 'clear navigation', but
does not necessarily meet all requirements forméal consent, see more details
under"Comprehensive information about cookies".

a) The Danish E-commerce Association (FDIH) has pregharcookie solution
which is being offered to the members of the asdimai. It is an example of clear
navigation in relation to cookie information andlisstrated below, as shown on
the website for the members of the association.
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The text contains essential information about tin@pse of cookies on the site and
links to a subpage with more information aboutgite's cookie policy, including how
to opt out of cookies. The solution obviously reqaithat no other cookies are used
for purposes other than those indicated, includmakies from third parties, as this
does not appear.



Once the user has accepted or refused cookiesftlmmation will disappear from
the screen, but the small footprints appear clearlyhe page throughout the user's
visit.
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The example shows how the navigation may appeénefirst visit via a mobile unit.
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Example of how to give detailed information aboobkies. The example shown
requires the functionality to be available bothtloa fixed and the mobile websites.
There may be limitations in connection with the asept-out on the mobile. These
should be assessed where relevant.

Re C - Comprehensive information about cookies

As was mentioned in the Guidelines section on métdron required, it is permitted to
layer information for users so that the essemi@rmation to be provided under the
Cookie Order (purpose of cookie, indication of whagetting cookies, including third
parties setting cookies or having access to dataaokies) is given in the first cookie
text displayed to the user, possibly with linkstdpages with more information.

It may be considered to use subpages for statiragtual cookie policy, which may
support user confidence in the website and herecedmpany or organisation in
general.

Below is a list of the mandatory requirements fdormation (indicated by M), and
recommendations (indicated by R) which may be figesdtating a cookie policy:



* [ M] Purpose of using cookies

* [ M ] Identify who is setting cookies

* [ M] Easy access to withdrawing consent
Under the cookie rules, there must be easy acoesilsef user to refuse
consent or withdraw consent, which should appesn fihe first text
presented to the user, but may be explained fucther subpage in
connection with a more detailed description ofedsite's cookie
policy. It is recommended to point out to the ubet in principle
cookies are only deleted on a forward-looking basigss the user is
actively deleting cookies, see below.

* [ R] Deleting cookies
It can be recommended to make the user aware &feset earlier
and indicate how to remove such cookies. To thergxhat the service
is using special cookies in connection with FlaSg@Ltechnology etc.,
it may be clarified how a user can control cooldesin this manner. It
IS necessary not least in this area in view ofithéed scope existing
at present for offering 'site’ based methods ffursiag consent.

* [ R] Contact information indicating the point to which questions or

complaints may be addressed. It may also be statech complaint will
be dealt with and within what timescale.

Re D - Specific cookie information

It is for the individual web service to decide hdetailed they wish to describe their
cookies once they have provided an adequate desearigf the purpose and origin of
the cookie / who has access to data collectechei@aokie.

For increased transparency and consumer confidanoeye detailed description may
be considered, informing the user about technicatacteristics of a cookie etc.,
including its name and life span.

The cookie rules do not provide for a categorisatibcookies on the basis of their
characteristics and origin, but a categorisatiog bearecommended to enable a better
overview of the cookies that are used, thus makifagmation to the users easier.

A more detailed cookie description, including aegatrisation of cookies, may also be
useful in relation to supervision of the rules, weha detailed account of a website's
use of cookies may be required.



Users may for example be provided with the follogvatharacteristics (or parameters)
for each cookie on the web service in question:

Element Suitable level of detall
Categorisation One of the five categories showthencategorisation table
below.
Purpose What is the purpose of the cookie. Ikelyito be one of the
following:
i.  Advertising
ii.  Analysis

iii.  Media management
iv.  Navigation
v. Performance / networking

vi.  Pricing
vii.  Social network
viii.  Questionnaire
ix.  User preferences
x.  Profiling
Domain from The domain setting the cookie. In the case of Googl|
which it is set Analytics, the host domain is the one setting thekee.
Name of cookie The 'technical' name that the iskasrgiven it.

Final data owner Name of the company which is iha& fecipient of data from
the cookie. In the case of DoubleClick, Google @hhowns
DoubleClick) is the correct information.

Expiry date Life span of cookie. May be for exampl®wser session' or
the date on which the cookie expires. In case &iedws a life
span of less than 24 hours, its life span may bieated in
hours.

Description Ordinary text description of what tlomkies does.




* [R] Categorisation of cookies
Cookies may be divided into various categorieschiill give a better overview of
the website's use of cookies and may help in pmogibetter information to the user.
Below are examples of cookie categories that teféifferent types of cookies.

Table of cookie categorisation

Category Description
Technically These cookies are essential to the functionality of
necessary services on the website that the user has exgplicitl

requested. It may be for example cookies requinedhie
function of a shopping basket.

Settings These cookies are used for supporting settingseshtey
the user. Examples are display settings for logaas

—

Categories 1 + 2 comprise cookies usually exemipted the requiremen
for information and consent.

Operation & | These cookies are used for managing the web service
optimisation | for example adding customer feedback and collecting
data for the use of web analysis.

Any form of cookie that has potential for being diser
tracking a user's navigation, searches, access [gage
exit pages does not belong to this category.




Marketing, These cookies are used for tracking visitors across
anonymous | several web services. They may be used for buildpmg

tracking profile of search and/or browsing patterns for any
across web some visitor(s).

services

Marketing, These cookies are used for tracking a user's bngwsi
targeted habits and activity. The information collected dsmn

advertising used for showing individually adapted content. Ehes
cookies can be used for collecting personal infoiona
and/or selling data to third parties.

The category also includes any cookies or groups of
cookies that may be used for influencing the prioni®f
products or services made available to a visitathen
web service (either directly or indirectly) or thmatly be
used for influencing the price to be presented usex.
Any cookie that may be used in this way must be
identified clearly and uniquely and its purpose ties
indicated as "pricing".

4th step - Removing unwanted, unknown and unnecesyacookies

It is good practice to decide if you yourself calesithe cookies used on your web
service to be unwanted, unknown or perhaps unnagess

By deciding on what cookies are used on your welies, you can be sure that it is
within your command what happens and what datalisated and to whom it is sent.

Besides being sure to live up to current regulatigoverning cookies, you may have
some other benefits, such as:

— Improved speed on the website
— Protection against inappropriate transmission td da

5th step - Obtaining consent

As described above under the section on requiredert in these Guidelines, consent
may be obtained by the user explicitly acceptingetusing the use of cookies, for
example by clicking on a button or ticking a boxbg merely clicking on to a given
page. Both situations require that the user hasved comprehensive information
beforehand.

By following the process steps described abow&haould be possible to ensure that
the user of your website can make a sufficientfgnmed choice on acceptance or
refusal of cookies.

Technical aspects to be noted in relation to thheirement for consent:



=

It is only possible to delete cookies set from sm&/n domain.

2. Itis only possible to prevent third party cookiesm being set by
changing or leaving out content that sets the @soki question.

3. Deletion of cookies requires that JavaScript id&ved on in the user's

browser. A server-based solution may change whettasyn on the page

no matter whether JavaScript is switched on or off.

To be noted about third party cookies
Some service providers that embed content on yebrservices allow you to adapt
their service to your needs. Common examples eféate:

a. YouTube, which has a separate web service aidthess www.youtube-
nocookie.com that will only set cookies when therus clicking on 'play' to
start playback.

b. AddThis offers the setting option "data_use_oeskwhich prevents it
from setting cookies if assigned the value 'false'.

Method to ensure that cookies are not set whentiser has refused

It is an explicit requirement that a web serviceldtd omit setting cookies that the
user has refused. To make this possible in pragticerecommended to add the
required code to the pages of the web service dheserver.

To understand the user's settings (consent or apsetit) you need to ‘parse' (analyse
the syntax of) the cookie to which the setting aggplindication of the value is very
simple as the cookie uses the value 'true’ foramn@Iso known as opt in) and 'false’
for refused consent (also known as opt out). THeving examples of code show
that consent to cookies has been given in categ@rid and 4, while consent has
been refused for cookies belonging to category 5:

2=true&3=true&4=true&5=false
The following JavaScript is checking the user'sirsgs:

functioncookieLevelConsent(level) {

var m = document.cookie.match(

"N(.+;)? *wscrCookieConsent=([";]+&)?" + level + (8f)");
return m ? (m[3] ==="t") : null,

}

By placing this code at the top of your style stigetor as part of a JavaScript file
being called by all pages, you make the functiepavailable on all pages of your
website. Subsequently you can call cookieLevelCatfseiith the desired setting
level to check the user's setting. The functioarret the values:

1. null - the user has not indicated any setting,
2. true - the user has given its explicit consent,
3. false - the user has actively refused to giveatssent.

Use of this code on a webpage makes it possiblihéopage to respond in
accordance with the user's settings for consent.



Code set from the server page will function in hetire same way: You ‘parse’ the
value of the cookie and then decide if you wiskhow parts of the page or you wish
to show other content instead.

An example of such a page layout is shown belove. larked areas set third party
cookies from an external domain, which means timabtvner of the web service does
not have the option of deleting these cookies. latemm may be to show other
content if the user has refused consent to theiesak question.

(1 | Privacy and cookies | Login ¥ | Register ¥ | Subscribe

o)
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Weather | Weather Forecast
HOME » TOPICS » WEATHER
Ice and freezing fog cause misery on the roads

Snow is expected to fall in the south west from tomorrow as freezing fog patches and
ice continue to cause hazardous conditions on the roads.
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Forecasters warned temperatures could dip as low as -BC tonight, while temperatures would struggle to reach above zero

anywhers in Britain tomorrow  Phot
Duck down-filled wraparounu

Luxuriously soft duck down wraparound. you'll want
to cuddle into its incredible warmth.

By Alice Philipson
8:39AM GMT 11 Dec 2012
Met Office severe weather warnings for ice were in place this morning MW
across large swathes of eastern England.

Drivers were warned that heavy showers could wash away gritting

trastmeant and crnild ranes Aannarniie panditinne an tha rnade

The marked field with share bars for social media loe replaced with icons or
links managed by the web service owner itself.

The advertisement highlighted above may show agénfimm the web service's
own domain (a 'locally served image'), which magntkink to the third party site
with a tracking id in the URL, or it may show arnvadisement not setting cookies.



Practical example of consent management

A practical example of consent management has ¢heen on
www.sitemorse.comThe solution has exclusively been included fepiration.

If you click on the cookie icon on the right in theowser, a panel emerges showing
how many cookies there are of each type (groupeording to purpose) and there
is clear information about each cookie. Theress a button (‘opt out’) that the user
may activate if wishing to refuse consent.

Marketing, anonymous cross site tracking
These cookies are used fo track our visitors acroess our websites. They can be used to build up a profile of
search andjor browsing history for every visitor, Identifiable or unique data may be collected. Anonymized
data may be shared with thi-d parties.

clic 180 days Adverticing (low impact) Media6Degrees Inc.

ipinfo 180 days Advertising (low impact) MediasDegrees Inc.

uid 180 days Advertising (low impact) Turn Inc.

guest_id 2 years Secial netwerking (low impact) Twitter, Inc

opt nudt

Our Cockies () COOKIEREPORTS

We use cockies to improve your site experience, assess
content usage and to support marketing of our services. .
We wart to be complztely transparent about the cookies ! Méenage your cookles ﬁ About pur cookles ﬁ Audit certificate
we use and to make their control as easy as possible for
you = wee have presel a leve of covkies that ofTers Ge i N Y Vo
rrost appropricte user experience, this can be changed as
your wish g iaa Cals
sy &Yy
Qur cookies are broken down in to five categories - you o v e . J
can "'mouse over' the icons on the right for a summary or
click the icon for the detzil and opt infout options.

From the links on the right you can download ar
information guide on cockles, the exact detall of all the
cookies for review offline and s2e the latest audit status

Example of how to manage 'twitter' cookies

It is recommended to manage cookies from Twittarchianges on the server page.
Consider how it will affect your web service angdiu wish to offer the users an
alternative.

"Twitter" cookies are widely used and appear in yneontexts (auto logins /
‘tweetthis' etc.) and it may currently be diffictdtclarify the extent and usage of
tracking from the company.

Below is an example of a change made on the spag®. It might equally well have
been made with JavaScript. The example shows $het@n as a user has refused
consent to a type of cookie, new cookies will netsket and the content of the web
page will change.



If, in the practical example above, you go backh®main page
http://www.sitemorse.condnd click on a news article (the three newest anes
shown at the bottom left-hand corner), then a Bnfged is seen to the left.

If a user then clicks on the cookie icon, proceedsookie category 4 and refuses
consent there by clicking 'opt out' and is clickoig
--> twitter.com cookie guest_id is already set,

Now proceed to delete this cookie in your browsgef settings etc.)

Reload the page,
The twitter feed will now be replaced by a simd®llow us" link,
--> No twitter.com cookie

Example of managing Addthis.com cookies

If you go back to http://www.sitemorse.com/ anaklon a news article there (the
three articles at the bottom left-hand corner efpage) then you will see the
Twitterfeed to the left and AddThis icons under &ngcle.

Now open the cookie panel and refuse consent egoat 5 cookies by clicking the
‘'opt out’ button. Then click OK,
--> addthis.com cookie is already set,

Now proceed to delete this cookie in your browsgef settings etc.)

Reload the page,
The AddThisfeed will look the same, but now theisgtof AddThis has been
changed to not setting cookies.

--> No addthis.com cookie is set

How:
This was done via JavaScript.

What we demonstrated:
When a user has refused consent, the setting ifiidatan be used to prevent
cookies from being set.

Technical definitions

Iframe
An embedded frame placing other HTML content ormgep An Iframe can show
content from another element, and a user can chioqe@nt it.

LSO - Locally Shared Objects or Flash Cookies

Data which websites using Adobe Flash may stoeeuser's browser. LSOs are used
by all versions of Adobe Flash Player.

Mobile and fixed websites



A website intended to be seen from a computer sdsealso called a fixed website.
The parallel to fixed websites is mobile websitelich are often subdomains under
the fixed website with the purpose of making ieeffve to use the website for a
mobile unit.

Parsing
To 'parse’ is to analyse the syntax of a cookiesiRgis required to add code in a way
that enables the page to respond in accordancelhvéthser's settings for consent.

Registered domains

A domain name is a text string defining a domairtteninternet. Thus a company's
list of registered domains will be a list of aletdomains that the company has
purchased.

Sector analysis
A sector analysis is an analysis of a sector apam It may be for example an
analysis of the occurrence of cookies within aipalar trade.

Exit pages
The expression is used to describe the websitesgfag® which the users leave the
website.

Landing page

The expression landing page is used about the magasvebsite that users meet with
in the first place. Often it will be the homepalat it may also be pages that appear
frequently in searches or are being linked to faiher sites.

Ultimate data owner

The ultimate data owner is the final recipient afadfrom a given cookie, possibly
after the cookie has passed through various degamediaries. The ultimate data
owner is typically the company that has written ¢bekie.

Web accessibility

To ensure that everyone is able to access infoomatn the internet, a standard
known as 'Web Content Accessibility Guidelines' hasn made. The standard can be
downloaded here: http://www.w3.0rg/TR/WCAG10/fultecklist.html

If the standard is complied with, it is ensured #dausers will be able to access
information and that the web service does not diisnate against any functional or
mental disabilities.

Web property
Web property is an expression referring to the sifiall the domains, subdomains,
services etc. for which a company or a persongallg responsible.



